I/Iﬂq)OpMalII/IOHHaﬂ NaMsATKAa 00 0CHOBHBIX PUCKaX 1Jisd JeTeil B ceTH «I/IHTepHeT» 1 MEPbI 110 UX
MHUHMMHU3 AU

C KaXIIBIM TOJIOM MOJIOJIC)KH B HHTEPHETE CTAHOBHUTHCS OOJIBINE, a IKOJLHUKH OTHH M3 CaMBIX
AaKTHBHBIX II0JIb30Batenel Pynera. Mexay TeM, HOMHMO OTPOMHOI'O KOJIMYECTBA BO3MOKHOCTEH,
WHTEPHET HEeCET U MPOOJIeMbI. JTa MaMATKa JODKHA TTOMOYb TeOe 0€30MacHO HaXOIUThCS B CETH.

KomnbrorepHsie BHPYChI

KoMmbroTepHbIi BUPYC — 3TO pa3HOBUAHOCTH KOMITLIOTEPHBIX MPOTPAMM, OTIHYUTEIHHOM
0COOCHHOCTBIO KOTOPOH SABJISAETCS CIIOCOOHOCTH K Pa3MHOXKEHHIO.

B nmomonHeHne kK 3TOMY, BUPYCHI MOTYT IIOBPEIUTH WM TIOJTHOCTHIO YHUUTOXKUTE BCE (DalliIbl U IaHHBIC,
MOIKOHTPOIIbHBIE TTOJTF30BATEI0, 0T UMEHH KOTOPOTO ObLIa 3aITyIeHa 3apaXxEHHas MporpaMMa, a TaKkxKe
MOBPEINTH WM JaKe€ YHUUITOXKHUTD OTIEPAIIMOHHYIO0 CUCTEMY CO BceMH (paiiyamu B 1iesiom. B
OOJBIIMHCTBE CITyYaeB PaCIPOCTPAHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTozp! 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM:

1. Ucnonb3yit coBpeMeHHBIE OTIEPAIIIOHHBIE CUCTEMBI, IMEIOIINE CEPbE3HBIA YPOBEHB 3aIlIUTHI OT
BPEIOHOCHBIX MPOTPaMM;

2. TlocrostHHO ycTaHaBnuBai nauTH (IU(POBbIE 3aIUIATKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABIUBAIOTCSA C LIENbI0 JOPa0TKH MPOTpaMMbl) U ApYTre OOHOBJICHUSI CBOCH OTEpaIllHOHHOM
cuctembl. CKkauMBai UX TOJIBKO C O(uIaIbHOTrO caiita pazpadorurka OC. Ecnu cymectByeT
PEKUM aBTOMAaTHYECKOT'0 OOHOBIICHHS, BKIIIOUYH €T0;

3. Paborait Ha cBOEM KOMITBIOTEPE TTOJT TIPaBaMH TIOJIB30BATENS, a HE aIMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPaMM WHCTAIMPOBATHCS HA TBOEM MEPCOHAITLHOM
KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE IPOrPaMMHBIE IPOAYKTHI H3BECTHBIX IPOU3BOIUTENCH, C

aBTOMATHYECKNM OOHOBJICHHEM 0a3;

Orpanndb HU3NIECKUH JOCTYI K KOMIBIOTEPY A1l MIOCTOPOHHMX JIHII;

Hcnonb3yil BHEIIHUE HOCUTENN HH(POPMALIUH, TaKKe Kak (UIeIIKa, TUCK Wi (ailyl 13 UHTEpHeTa,

TOJILKO W3 PO(epEeHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIBIOTEPHBIE (aiiibl, TOTYYCHHBIC U3 HEHAIEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpBIE IPHUCIA TBOW 3HAKOMBIN. JIydIie yTOUHHM y HEro, OTIPAaBIIsLI JIM OH Te0e HX.
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Cern WI-FI

Wi-Fi - 510 He Bu epeauu JaHHbBIX, HE TEXHOJIOTHS, a BCEro JHIb Oper, mapka. Emte B 1991 roxy
HUJIEpIIaHJCKast KOMITaHus 3apeructpupoBana opers « WECAy, 4To 0003Hadano cioBocoyeTaHue
«Wireless Fidelity», KoTopbIii IepeBOANUTCS KaK «OECTIPOBOTHAS TOYHOCTHY.

Jlo Haiero BpeMeHH Jo1LIa Apyras abOpeBuaTypa, KOTopas sIBJISIeTCsl TAKOM xkKe TeXHoorueil. to
ab0peBuatypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha CTaHJApT BBICIIMH 3BYyKOBOI TEXHUKH
Hi-Fi, uTo B nepeBoie 03HAYaeT «BBHICOKASI TOYHOCTHY.

[Ja, GecrimaTHBIN HHTEPHET-IOCTYI B Kade, OTEISIX U adpOIOPTax SBISETCS OTIIMYHONW BO3MOXKHOCTBIO
BbIX0J1a B MHTEpHET. Ho MHOTHE 3KCIIEePTHI CUMTAIOT, YTO oOIIenoctymnubie Wi-Fi cetu He sBisitoTcs
0€e30I1aCHBIMH.

CoBeTbl 110 6€30MacCHOCTH PaboTe B 001IeA0CTYTHBIX ceTsx Wi-fi:

1. He nepenasaii cBoto TM4HYIO HHpOpMaLUIO yepe3 obmenoctynnueie Wi-Fi cetn. Pabortas B HuX,
JKeJlaTeJIbHO He BBOJUTDH NapOJH JOCTYIA, JIOTUHBI U KAKHe-TO HOMEPa;

2. Hcnonp3y#t u 0OHOBJISI aHTUBUPYCHBIE IPOTPaMMBI M OpaHaMayep. TeM caMbIM Thl
obe3omacuib cedst OT 3aKaYKH BUPYyCca Ha TBOE YCTPOUCTBO;

3. Ilpu ncnonp3oBannu Wi-Fi otimoun ¢pynkuunio «O0muii foctyn K (aiyiaM 1 IpuHTEpamM.
Jannas QyHKIMS 3aKpBITa [0 YMOJIYaHHUIO, OTHAKO HEKOTOPHIE MOJIb30BATEIN aKTUBUPYIOT €€
JU1sl yioOCTBa HCTIONB30BaHuUs B paboTe i yaede;



4. He ucnons3yi myonmanasiit WI-FI mis nepenaun THIHBIX JaHHBIX, HAPUMED IS BHIXOAA B
COITMATBHBIE CETH WU B DJICKTPOHHYIO TIOUTY;

5. Hnonw3yit Tonkko 3amuiieHHoe coeannenue uepe3 HTTPS, a e HTTP, 1.e. npu Habope BeO-
azpeca BBOIU UMEHHO «https://»;

6. B moOwipHOM TenedoHe otkioun GpyHkimio «[lToakmodyenne k Wi-Fi aBromarndeckn». He
JIOITYCKal aBTOMaTHYECKOTO TTOAKIIOUEHHS YCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero coriacus.

ConuajbHbIe CeTH

CommanpHbIe CETH aKTUBHO BXOJAT B HAITy KU3Hb, MHOTHE JIFOX PaOOTAIOT U JKUBYT TaM IMOCTOSHHO, a B
Facebook yxe 3apeructpupoBal MHJUTHAP]T YE€IIOBEK, YTO SBJISICTCS OJTHOM CEABMON BCEX KHUTEICH
TJIAHETHI.

MHorue mojp30BaTeIn He IIOHUMAIOT, 4YTO I/IH(I)OpMaI_[I/Iﬂ, pasME€UICHHAasA UMHU B COIMUATIBHBIX CETAX,
MOXKET OBITh HalileHa ¥ UCIT0JIb30BaHa KeM YroaHo, B TOM 4HUCJIE HE 00s13aTeNBHO ¢ OJarumMu
HaMCpPCHUAMMU.

OCHOBHBIE COBETHI 10 OE30ITACHOCTH B COLIMAJIBHBIX CETIX:

1. Orpannyb ciucok apy3ei. Y 1e0st B APY3bAX HE TOJHKHO OBITh CIy4aiHBIX U HE3HAKOMBIX
JIIONIEH;

2. 3ammmail CBOIO YaCTHYIO JKHM3Hb. He ykaspIBail mapomnu, TenedoHsl, aapeca, 1aTy TBOETO
POXIEHHS U IPYTYIO THYHYIO HHPOpMAaIHio. 370yMBIIUIEHHHKA MOTYT HCIIOJIb30BaTh JayKe
WHQOPMAIUIO O TOM, KaK Thl U TBOW POJTUTEIH TUIAHUPYETE MPOBECTH KAaHHUKYJIBI,

3. 3amuiaii CBOIO pEMyTAaIlHIo - AEPKU €€ B UUCTOTE U 3a/1aBaii cebe BOMpoc: XOTel OBl ThI, YTOOBI
JIpyrue MoJb30BaTeNn BUACIH, UTO ThI 3arpyxaeiis? [logymait, mpexae ueM 4To-To
oIyOIMKOBaTh, HAMKCATD U 3arPy3UTh;

4. Ecnu Tbl TOBOPHIIB C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIONb3YH CBOE pealbHOE UMS U JPYTYIO
JUYHYIO HH(OpMAMU: UM, MECTO )KUTEJILCTBA, MECTO y4eObl U MIPOYEE;

5. MU36eraii pazmemenus Gororpaduii B UHTepHETE, T/IE THI H300paXKEH HA MECTHOCTH, TI0 KOTOPOU
MOJKHO OIPEJIENINTh TBOE MECTOIOI0KEHUE;

6. Ilpu perucrpanuu B COUMAILHON CETH HEOOXOIMMO HCIOIb30BATh CI0KHBIE APOJIH, COCTOSILUE
13 OyKB ¥ UG U ¢ KOTUUECTBOM 3HAKOB HE MeHee §;

7. Jlns colualbHOM CeTH, MOYTHI U APYTUX CAaHTOB HEOOXOAMMO MCIIOJIb30BATh Pa3HbIC TAPOJIH.
Torna eciu Te0s B3II0OMAIOT, TO 3JI0YMBIIUIEHHUKH [TOJY4aT JOCTYII TOIBKO K OAHOMY MECTY, a
HE BO BCE Cpa3y.

DJIeKTPOHHBIE JeHbI' N

QHGKTpOHHBIC JACHBI'M — 3TO OYCHb y2[06HLIf/'I croco0 HJ'IaTG)Keﬁ, OIHAKO CyHICCTBYIOT MOIICHHUKH,
KOTOPBIC XOTAT MOJIYUUTb OTHU JCHBI'U.

9J’IeKTpOHHI)Ie ACHBI'K TTOSIBUJIMCH COBCEM HEJIABHO U UMCHHO M3-3a 3TOI'O BO MHOT'UX I'OCyJapCTBax a0
CHUX IIOp HE IMMPOMNKXCaHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM GYHKIIMOHUPYIOT U O HUX YK€ IPONKCAHO B 3aKOHE, TJIE X Pa3JIeNaOT Ha HECKOJIBKO
BUJIOB — aHOHUMHBIE U HE aHOHUMHbIE. Pa3HHIIA B TOM, UTO AHOHUMHBIE - 3TO T€, B KOTOPBIX
pa3peiiaeTcsi MPOBOAMTD Olepaluy 0e3 HIeHTH(PUKAIIMA TI0JIb30BaTelIs, @ B HEAHOHUMHBIX
UACHTU()UKALIMHN TI0JIb30BATEIS SIBJISETCS 005A3aTEIIbHOM.

Taroke crenyer pa3ianyarhb 3JeKTPOHHBIE (HaTHBIE JEHBIH (PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM) U
JJIEKTPOHHBIE HEe(UATHBIE JIEHBTU (HE PaBHBI FOCYAPCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI IO O€301acHO padoTe C IEKTPOHHBIMHU I€HBIAMH:

1. TpuBsxu K cueTy MOOMIBHBIHN TesedoH. DTO caMblii yAOOHBIN U OBICTPBIN CIIOCOO BOCCTAHOBHUTH
JOCTYT K cueTy. [IpuBs3anHbIi Tene(OoH IMOMOXKET, €CIIH 3a0y/ICIIb CBOM IJIaTeKHBIN HapOJib UIIH
3aiiJIelIb Ha CaliT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonw3yit ogHopasosble napouu. [locie nepexosaa Ha yCHIIGHHYIO aBTOPU3ALMIO TeOe yxKe HE
OyzeT yrpoxarb ONMaCHOCTb KPaXXH WIIH TIepexBaTa IUIATSKHOTO TapoJIs;



3. Bri0epu cinoxHbIN napoiib. [IpecTynHukam OyaeT He MPOCTO yrafaTh CIOKHBIN MapoJib.
Hanexxsble maponu — 3TO mapoiiv, KOTOPhIE COlepKaT He MeHee 8 3HAKOB M BKITIOYAIOT B ce0s
CTPOYHEIC U IPOITUCHBIE OYKBBI, UG PHI K HECKOJILKO CHMBOJIOB, TAKHE KaK 3HAK J0JUIAPa,
(byHTa, BOCKIUIIATEBHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOW THYHBIE JaHHbBIE HA CailiTax, KOTOPHIM HE JIOBEPSEIIIb.

DJIeKTPOHHASA MOYTA

SHCKTpOHHaﬂ Imo4Ta — 3TO TEXHOJIOTUA U NPEAOCTABIIACMBIC €10 YCIYTI'H I10 MEPECHIIIKE U MOJTYUCHUTIO
QJICKTPOHHBIX COO6III€HHI>1, KOTOPBIC paCpeaCIsA0OTCA B KOMHLIOTepHOﬁ CCTH.

OOBIYHO ANEKTPOHHBIN TTOYTOBBIH SIIHMK BBITIAIUT CIEAYIOIIUM 00pa3oM:
UMsI_II0JIb30BaTENA(@NMS_IOMEHA.

Taxxe KpoMme mepeiadr MPOCTOrO TEKCTa, UMEETCSI BOSMOXKHOCTb ITePeIaBaTh (haiiiIbl.

OCHOBHBIE COBETHI TI0 O€30IacHOM padboTe ¢ EKTPOHHON MTOYTOM:

1. Hapo BbIOpaTh NpaBUIILHBII TOYTOBBIN CEpBUC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OecIuTaTHBIX OYTOBBIX CEPBUCOB, OAHAKO JYUIIE JOBEPSTH TEM, KOI'O 3HACLIb U KTO IIEPBHIH B
peUTHUHrE;

2. He yka3pIBaii B TM4HOM nouTe TMYHYIO HHpopManuio. Hanpumep, mydie BEIOpaTh
«My3bIKaTbHBIN _(haHaT@» ninm «pokx2013» BMecTo «remal 3y;

3. Hcnonp3yi ABYXATAIIHYIO aBTOPU3ALUI0. DTO KOTJa IOMUMO HapoJisi Hy>KHO BBOJUTH KO,
npucbuIaeMblid mo SMS;

4. BpiOepy CIIOXKHBIA Maposib. JJis KakI0ro Mo4TOBOTO SIIMKA JTOJKCH OBITh CBOW HAJICKHBIH,

YCTOMYMBBIN K B3JIIOMY [1apOJib;

Ecnu ecTb BO3MOXKHOCTb HAIMCATh CAMOMY CBOW JIMYHBIN BOIPOC, UCIIONb3YH 3Ty BO3MOKHOCTB;

Hcnonb3yil HECKOJIBKO MTOYTOBBIX SIUKOB. [IepBBIi U151 4aCTHOM NMEPENUCKH € afpecaTaMH,

KOTOPBIM THI JOBEPSIEIIb. DTO 3JMEKTPOHHBIN aipeCc HE Hal0 UCIIOJIb30BaTh IPU PErUCTPaLMK Ha

¢dopymax u calTax;

7. He otkpoiBaii (hailsiel 1 Ipyrue BIOXKEHUS B MMChMaXx JIaKe €CJIM OHU MPUIIUIA OT TBOMX JIpY3eil.
Jly4ie yTouHH y HUX, OTHPABISIIN JIM OHU TeOe 3TH dailibl;

8. Ilocne oxoHuaHMs PaOOTHI HA IOYTOBOM CEPBHCE MEpell 3aKPhITHEM BKJIAAKH C CAliTOM He 3a0yab
HaXkaTb Ha «BbIATHY.
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KubepOynanur uiu BUPTyaibHOE U31€BATENbCTBO

KubepOymuHr — npecineioBaHue cOOOICHNUIME, COJEPIKalIIMU OCKOPOJICHUS, arpecculo,
3aIlyrHBaHKe; XyJIUIAHCTBO; COLHAIbHOE OOHKOTHPOBAHHE C MOMOIIBIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPBOE ¢ KNOEPOYIITHHIOM:

1. He Opocaiics B 6o Jlyummmii crioco0: MocoBeTOBaThCS Kak ce0sl BECTH U, €CIIM HET TOTO, K KOMY

MOYKHO OOpaTHUTHCS, TO BHavYalle yCIIOKOUTHCS. Ecii Thl HauHews OTBeYaTh OCKOPOJICHUSIMU Ha

OCKOPOJICHUSI, TO TOJIBKO elle OOJIbIIE Pa30XKIKelb KOHPIIUKT;

Ympasinsait cBoel kubeppenyTanmei;

3. AHOHHMMHOCTbH B ceTH MHMMasl. CyLIECTBYIOT CIOCOOBI BBISICHUTB, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyIMraHCKHI 00pa3 BUPTyalIbHOM Ku3HU. IHTEpHET GUKCUPYET BCE TBOH

JEHCTBUS U COXpaHAET UX. Y JAIUTh UX OyJeT KpaliHe 3aTpyAHUTEIbHO;

Cob:rozait cBOi BUPTYaJIbHYIO YECTh CMOJIONY;

WrHopupyit equHIYHBINA HeraTHB. OTHOpa30BbIe OCKOPOUTENbHBIE COOOIIEHHS JTyYIle

UrHoprpoBaTh. OOBIYHO arpeccus MpeKpamaeTcs Ha Ha4albHOM CTauw;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILICHUSMH, B COLUATIBHBIX CETSAX €CTh
BO3MOXXHOCTbH OJIOKMPOBKHU OTIPABKU COOOLIECHUI C ONPEIEIIEHHBIX aJIpecoB;

8. Ecnum ThI cBHAETEND KNOCPOYIUTMHTA. TBOM ASHUCTBHS: BBICTYITUTH POTUB TIPECIIEIOBATENS,
MI0Ka3aTh €My, YTO €ro JeHCTBUS OLEHUBAIOTCS HEraTUBHO, MOJAEPKATh KEPTBY, KOTOPOH
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HY’XHa IICUXOJIOTNUYECKasd IIOMOIIb, COOGH_II/ITL B3pOCJIBIM O (baI(Te arp€CCUBHOIO IMMOBCACHUA B
CCTH.

MoOuabHbIi Tenedon

CoBpemeHHbIe cMapT(OHBI U IIAHIIETHI COIEPKAT B ce0e BIOITHE B3POCIBINA (DYHKITHOHAN, U TeTIeph OHI
MOTYT KOHKYPHUPOBATh CO CTAl[HOHAPHBIMHU KOMIIbIOTepaMu. OIHAKO, CPEACTB 3AIUTHI U MOJOOHBIX
YCTPOMCTB ITOKa OYE€Hb MaJo.

TeCTI/IpOBaHI/Ie 1 IMOUCK yﬂSBHMOCTeﬁ B HUX IMPOUCXOJUT HC TaK MHTCHCUBHO, KaK JJIs1 HK, TO K€ caMO€
KacaeTcs ¥ MOOMIBLHBIX HpI/IJ'IO)KeHI/II\/'I.

CoBpeMeHHBIe MOOHITBHBIE Opay3ephl yKe MPAaKTHIECKH JOTHAIM HACTOJIbHBIC aHAJIOTH, OJTHAKO
pacmmpenre (yHKIIOHANIA BIeYeT 3a c000ii OOIBIIYIO CII0KHOCTh X MEHBIITYTO 3AIUIIICHHOCTD.

Janexo He Bce MPOU3BOAUTEIH BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTHUECKHE YSI3BUMOCTH IS
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI TSI 0€30TIaCHOCTH MOOHMIILHOTO TelreoHa:

1. Hwuuero He sBNsAETCS MO-HACTOSIIEMY OecTIaTHBIM. Byb 0CTOpOXKeH, Belh Koria Tede
IpeUIaraloT OeCIUIaTHRI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHBIE YCIYTH;

2. Jywmaii, npexne yem oTrpaBuTh SMS, ¢oTo mnu Buaeo. Trl TOUHO 3HAEIIb, I/Ie OHU OYIYT B

KOHEYHOM HTore?

Heob6xomumo 0OHOBIIATE OTIEPAIHOHHYIO CUCTEMY TBOETO CMapTQhOHa;

Hcnonp3yit aHTUBHPYCHBIE TIPOTPaMMBI TSI MOOWIIBHBIX TeIe(OHOB;

He 3arpy>i<a171 MMPUITOKCHHA OT HEM3BECTHOI'O KICTOYHHKA, BEIb OHU MOI'YT COACPKATH

BPEIOHOCHOE IPOrPaMMHOE 00eCTIeYeHHE;

6. Ilocie Toro Kak THI BBIAJEIIB C CaliTa, T/I€ BBOAMII JINYHYIO HHPOPMAIIHIO, 3211 B HACTPOHKH

Opaysepa u yaanu cookies;

Ilepuonuuecku MpoBeps Kakue IUIATHBIE YCIIyTd aKTUBUPOBAaHbI HA TBOEM HOMEDE;

8. aBaii cBoit HOMEp MOOMIIBHOTO TeJe()OHA TOIBKO JFOISIM, KOTOPHIX T 3HACIIH U KOMY
JIOBEpSIeIIb;

9. Bluetooth nomkeH ObITh BRIKIIOYCH, KOT/Ia ThI UM HE MOJb3yelibest. He 3a0biBaii nHOTIA
HPOBEPATH ITO.
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Online urpst

CoBpeMeHHbIE OHIaWH-UTPBI — 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE Pa3BICUCHUS, 00BbETUHSIONINE COTHH
TBICSY YEJIOBEK MO BceMy Mupy. VIrpoku uccienytoT JaHHbIH UM MHp, OOIIAIOTCS APYT C APYTOM,
BBITIOTHSIOT 3a/1aHUs, CPAKAIOTCSA C MOHCTPAaMH U MOJYyYaroT OMBIT. 33 yIOBOJILCTBHE OHU TUIATSAT:
MOKYHNAlOT ANUCK, OIUIAYMBAIOT A00OHEMEHT WJIN IPUOOPETAIOT KaKHe-TO OILIUH.

Bce 31u cpencTBa nayT Ha noaAep)kaHUue U pa3BUTHE UIPHI, & TAKXKE HA caMy 0€30IacHOCTB:
COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPHU3ALIMH, BBIITYCKAIOTCSl HOBBIE MaT4X (LU(POBBIE 3arIaTKy A
IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[OGHLIX HUrpax CTOUT OIacaTtbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPpaK TBOECTO IapoJIsd, Ha
KOTOpPOM OCHOBaHa CUCTEMa aBTOpU3aluN OOJIBIIMHCTBA urp.

OCHOBHEIE COBETEI IO 0€30IMACHOCTH TBOETO HUI'POBOT'O aKKayHTa:

1. Ecnu npyroii urpok BeaeT cedsl III0X0 WM CO3JaeT TeOe HENPUSTHOCTH, 3a0JIOKUPYH ero B
CITUCKE UTPOKOB;

Iloxxamy¥ics aAMMHUCTPATOPaM UIPHI Ha TUIOXO€E MMOBEACHNUE ITOTO UTPOKA, KEeTaTeTFHO
MPHUIIOKUTH KaKHUE-TO JIOKA3aTeIbCTBA B BU/IE CKPHUHOB;

He yka3zpiBaii mnunyr0 nHGOPMALIUIO B Tpodaiisie Uurpsl;

VYBaxail Ipyrux y4acTHUKOB I10 UTPE;

He ycranasnmBait HeopuITHaIbHBIC TTATYA U MOJIBI;

Hcnone3yii crnokHbIE U pa3HbIe NAPOIH;
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7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJII0YaTh aHTUBHpPYC. [loka ThI Hrpaerib, TBOM KOMIBIOTED
MOTYT 3apa3uTh.

PUIIMHT WIN Kpaka JIMYHBbIX JaHHBbIX

OOBIYHOM KpaXkel /IeHer U IOKyMEHTOB CETOHS YK€ HUKOTO He yAUBUIIIb, HO C pa3BUTHEM HHTEPHET-
TEXHOJIOTHI 3JI0YMBIIUICHHUKHU MIEPEMECTUINCH B UHTEPHET, U TIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIMY)
JIETIOM.

Tak nosiBHIaCh HOBasi yrpo3a: HHTCPHET-MOIICHHUYESCTBA WK (DUIITUHT, TI1aBHAS [IEIh KOTOPOTO COCTOUT
B MOJTyYeHNH KOH(UICHIINATHHBIX JAaHHBIX MOJb30BaTeNell — JIOTHHOB U mapodeil. Ha anrimiickom
s3pike phishing anrtaercs kak ¢pumuar (0T fishing — pe16Has 10Bms, password — maposib).

OCHOBHBIE COBETHI 10 0OpKOE ¢ PUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciin ThI mofio3peBaeiib, 4To TBOS aHKETa ObLIa B3IOMaHa, TO

HEo0X0IUMO 3a0JI0KUPOBATh €€ U COOOIIUTh aAMUHUCTpAaTOpaM pecypca 00 3TOM KaKk MOXKHO

CKopee;

Hcnone3yit Ge3onacHble BEO-CaNThl, B TOM YKCIIe, HHTEPHET-Mara3uHOB U IOMCKOBBIX CUCTEM;

3. Hcmonw3yii CIIOKHBIE U pa3HbIe Tapoin. TakuM o0pa3zoM, eciu TeOsl B3JIOMAOT, TO
3JI0YMBIIJICHHUKH NI0JTy4aT AOCTYII TOJIBKO K OJHOMY TBOEMY NMPO(QMIIIO B CETH, & HE KO BCEM;

4. Ecnu Teds B3IOMalU, TO HEOOXOIUMO MPEIYIIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPBIE

J00aBICHBI Y T€OS B APY3bsIX, O TOM, YTO T€OS B3JIOMAIH U, BO3MOXHO, OT TBOEIO0 UMCHH OYy/IET

pacchiIaThes ClaM M CChUIKU Ha (PUIIMHTOBBIE CANTEHI,

YcranoBu HagexHBIN Tapois (PIN) Ha MOOWITBHBIH Tele(oH;

OTKIII04YM COXpaHEeHHue Mapos B Opaysepe;

He oTkpeiBaii aiinel u Apyrre BIOKEHUs B TICbMaX Ja)e e€ClIM OHH MPUILIH OT TBOUX APY3eH.

Jly4ie yTouHH y HUX, OTHPABISUIN JIM OHU TeOe 3TH (ailibl;

no

No o

Iudposas penyranus

Hudposas permyranus - 5T0 HETaTUBHAS WX TO3UTUBHAS HHPOPMAIIHSI B CETH O TeOe.
Komnpomerupyromas nadpopmanys pasMelieHHast B HHTEPHETE MOXKET CEPhe3HBIM 00pa3oM OTPa3UThCs
Ha TBOEH peaibHOU KU3HH.

«udposas pemytaiusi» - 3TO TBOM UMUK, KOTOPBINA popMupyeTcs: U3 nHPOpMaLuH o Tede B
WHTEpHETE.

TBoe MecTo KHUTCIILCTBA, YI{GGBI, TBOC (i)HHaHCOBOG IIOJIOKCHHUC, 0COOEHHOCTH XapaKTepa U pacCKas3bl O
OJIM3KUX — BCE OTO HAKAILUIMBAETCS B CETH.

MHorue HoAPOCTKH JIETKOMBICICHHO OTHOCSATCS K IyOIMKauuy JuuHol nHpopmauuu B HTEpHETE, HE
MOHUMast BO3MOXKHBIX ITOCIIeICTBUHA. ThI JJaske He CMOKEIlIb JI0TaAaThCsl O TOM, 4TO (oTorpadus,
pasMelleHHas 5 IeT Ha3a/l, cTaina IPUYMHON OTKa3a MPHUHATH TeOst Ha padoTy.

KommeHTapuu, pa3MerieHne TBoux GpoTorpaduii U qpyrue IeHCTBHS MOTYT HE HCYE3HYTh JJaXKe MOCIe
TOTO, KaK Thl UX YAaIUIIb. Thl HE 3HACIIb, KTO COXPAHWI ATy MH(OPMAILHIO, TTOTIaNa JIX OHA B TOUCKOBBIE
CHCTEMBI ¥ COXPAHWIACh JIX OHA, a TJIABHOE: YTO MOAYMAIOT O Te0e OKpYXKarollee JII0I1, KOTOpble HalayT
W YBUJAT 3T0. HaliTi MHPOPMAIINIO MHOTO JIET CITyCTSI CMOXKET JIF000# — Kak 13 J0OPBIX MOOYKICHHH,
TaK ¥ ¢ HAMEPEHUEM NPUYUHHUTD Bpel. ITO MOXKET OBITh KTO YT'OJHO.

OCHOBHBIE COBETHI IO 3aITUTe TUPPOBOI pemyTaIHH:

1. Tomymaii, mpexe yeM YTO-TO MyOJIMKOBATh U MIEpeAaBaTh y cedst B 6JI0Te WK B COLIMATBHOM
CeTH;

2. B HacTpotikax mpoduiisi yCTaHOBH OIpaHHUYSHHS Ha TPOCMOTP TBOETO POQHIIS U €T0
COJEPKUMOTO, CIIENIall €ro TOJIBKO «IJIsl ApYy3ei»;

3. He pa3mermnaii 1 He yka3bpiBail HH()OpPMALIKIO, KOTOPast MOXKET KOro-mu00 OCKOpOISATh Win
00MXKaTh.



ABTOpCKOe MPaBo

CoBpeMeHHbIE MIKOJIFHUKHA— aKTHBHBIE TTOJIb30BaTEN! IIU(PPOBOTo npocTpancTBa. OqHAKO AIEeKO He Bce
3HAIOT, YTO TOJIH30BAHHE MHOTHMH BO3MOKHOCTSIMH ITU(POBOTO MHpa TpeOyeT COONI0AeHNS TIpaB Ha
WHTEIUICKTYaTbHYIO0 COOCTBEHHOCTbD.

TepMI/IH CUMHTCJUICKTYaJIbHAaA COOCTBEHHOCTBY OTHOCUTCS K Ppa3JIMYHBIM TBOPCHHUAM YCJIOBEYECKOT'O yMa,
Ha4dynHas C HOBBIX I/1306pCTeHI/Iﬁ 1 3HAKOB, 0603Haqa}01111/1x COOCTBEHHOCTH Ha MPOAYKTHI U YCIIYTH , U
3aKaH4YHMBas KHUT'aMU, (pOTOl" paq)I/I}lMI/I, KI/IHO(l)I/IJ'H)MaMI/I 1 MY3bIKaJIbHBIMU ITPOU3BCACHUSAMMU.

ABTOpCKI/Ie IpaBa — 3TO IpaBa Ha UHTCJIJICKTYAJIbHYIO COOCTBEHHOCTh Ha IMPpON3BCACHUA HAYKH,
JIMTEPATYpPhl U UCKYCCTBA.

ABTOpPCKHE NpaBa BBICTYIAIOT B KAUECTBE TapaHTHH TOTO, YTO HHTEIUICKTYaJIbHBIH/ TBOPUECKUHN TPy
aBTOpa He OyJeT HampacHbIM, JacT €My CIIPaBeIIUBbIE BOBMOKHOCTH 3apad0TaTh Ha pe3ysIbTaTax CBOETO
TpyZa, MOJyYUTh U3BECTHOCTH U IIPHU3HAHUE.

Huxkro 6e3 paspenieHus aBTopa He MOKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSTh,
MyOJIMYHO JEMOHCTPUPOBATh, MPOJIaBaTh, UMIIOPTHPOBATh, TyCKATh B TIPOKAT, ITyOJIUYHO UCITOJIHSTH,
MOKa3bIBaTh/UCHIONHATE B d(UPE WM pa3meniath B THTepHeTe.

Hcnonb3oBaHue «IIHMPATCKOT0» MPOrPaMMHOTO 00ECTICUeHHsT MOXKET IPUBECTH K MHOTHM PHCKaM: OT
NOTEPU JNAHHBIX K TBOUM aKKayHTaM 10 OJOKMPOBKH TBOETO YCTPOMCTBA, II€ YCTAHOBIICHHBII HE
neranbHas mporpamMMa. He cTouT Takxke 3a0BIBaTh, UTO CYLIECTBYET JieTalbHbIe U OecTIaTHbIC
IPOrpaMMBbl, KOTOPBIE MOJKHO HAWTH B CETH.



